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Endpoint Engineering and Infrastructure

BGI'l{Qle Berkeley Desktop

HOME OVERVIEW SOFTWARE HARDWARE SERVICES GET STARTED

The Berkeley Desktop is the campus-wide
standard environment for desktops and laptops.

SOFTWARE HARDWARE SERVICES

(f{cr

The Berkeley Desktop provides a reliable, secure, and integrated administrative computing
environment that reduces the amount of time faculty and staff spend maintaining their computers. A
standard environment combined with automated maintenance means you see fewer problems and
are able to get help faster.




But that’s today...

INTERNET ARCHIVE




Let’s start at the beginning...

From the authors of The Visible Ops Handbook

(z{Phoenix
Project

A Novel About IT, DevOps,
and Helping Your Business Win

Gene Kim, Kevin Behr, and George Spafford




Fall 2011




OMG Version 0.1

* Everything is broken or breaking all the time.
* No time for staff to work on solutions.
 “Owned (compromised) machines”

e “standard image” doesn’t
work on laptops

* “standard image” too hardto m]
change e

* “standard image” BSOD, b/c
new hardware, drivers

e Laptop users told to buy
desktop w/ “standard image”

to RDP into OPS PROBLEMNOW




The Problem

- ~ Imaging a machine circa 2011:
| | 4 hours of senior tech time

Ne Varying hardware standards
No significant automation
Manual work; no checklists
Frontline support team includes senior techs — -

Frontline support diverts the Brents to
support most important and/or loudest senior
executives




Are you too busy to improve?

We are
too busy

Hakan Forss @hakanforss http://hakanforss.wordpress.com

This illustration is inspired by and in part derived from the work by Scott Simmerman, “The
Square Wheels Guy” http://www.performancemanagementcompany.com/



Spring 2012

Operational

The Present State: “Planet Crazy” S

HARED SERVICES

SO AT
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A 4 Tivoli Storage Manager

v —
Q BIGFIX
It Just Works




Operational

The two sides of EUS
SDOMIPD OV >

* Desktop Design and Engineering (IST-Lead)

What is the future state of desktop design at
Berkeley? (e.g. “device neutral” environment, cloud
computing, etc.)

What tools do we need to support the future state?
How do we get there?

* Operations and Support (CSSI — Lead)

What will Shared Services End User Support need to

look like in order to support desktops/devices in the
short and long term?




Tackle the Things That Increase Costs

Labor
costs to fix, maintain, design, and build

Productivity loss

from inefficiencies or downtime
Change

a constant in IT
Variance

when it is high



Finally... on the path to Devops

 Culture

* Automation

* Monitoring

* |nstrumentation
* Reporting

e Agile



Joint Administrative Computing Standard

Endpoint Engineering and Infrastructure

Berkdey Berkeley Desktop

HOME OVERVIEW SOFTWARE HARDWARE SERVICES GET STARTED

HARDWARE Home » Hardware » Configurations »
o Configurations JACS Configurations
How To Buy
People Dell Models Apple Models

=
Dell OptiPlex 9020 SFF - Standard Desktop iMac 21.5” - Desktop
¢ Intel® Core™ i5-4570 Processor (Quad Core, ¢ 2.9GHz Quad-core Intel Core i5, Turbo Boost up to
3.20GHz Turbo, 6MB, w/HD Graphics 4600) 3.6GHz

¢ Windows 7 Professional, 64-bit, English 8GB 1600MHz DDR3 SDRAM - 2x4GB
* 8GB (2x4GB), 1600MHZ DDR3 Memory 1TB Serial ATA Drive @ 5400 rpm
¢ 8X DVD+/-RW Drive NVIDIA GeForce GT 750M 1GB GDDR5
¢ AMD RadeonTM RS 240, 1GB, Half Height, (DP ¢ Magic Mouse

and DVI-I) * Apple Wireless Keyboard (English)

* 500GB 3.5" SATA (7200 RPM) Hard Drive e 3 year AppleCare Protection Plan



Reimaging a Workstation in the Legacy Environment

Acquire
Workstation

Image Machine
using ImageX

Set up first user
account (delete-
me)

Activate Office

Remove first
user account

Join to domain

Update
Windows

Tag TEM
building

Number of steps it took to reimage a machine in the legacy environment = 17

Tag TEM
department

Install Drivers

Install Custom
Applications

Look up data
port number to
name machine

7

Create machine
object in AD

"

Register Mac
address if new
machine

Name Machine

7

Set up end user
profile

"

Restore user
data




EEl Image and Operating System Deployment Progression

|Released:August2013 |

| Released:June 2013 |

| Released: April2013 |

‘ 1304-05

| Released: March 2013 |

Released:January 2013 |

1301-01

® Builtusing
Imagedirect

* Auto Install
Dell Drivers

* Auto-name
machines

* GUI/Wizard
Enabled
Interface

©1303-01

® Built on Microsoft
Deployment
Toolkit

* Auto-install drivers

* Auto-name VMs

® Skip Out-of-Box-
Experience (Select
regional settings,
create first user
account, etc.)

® Auto join AD

® Check supported
hardware

* Check physical
memory
requirements

® Auto-install VMware
tools

* Activate
Office/Windows

* Auto-install critical
Windows updates

* Auto tag
division/department

1306-04

® Introduced Post
Deploy to move and
tag machines

* CPM pre-installed in
the image

* AirBears2 ready!

* Added ability to
expire images on
standalone media

e Additional usability
enhancements
(remove first-run
wizards)

® Support for Parallels
Hypervisor

* Added reminder to
delete computer
object from AD

1308-03

* PostDeploy updated
to version 1.5

* Improved operator
experience with
updated/descriptive
user interface

* Added check for
network
connectivity

* Added support for
Virtual Box (auto-
installs Guest
Additions)

* Reduces number of
interactions
requiring a tech
input

® Reduces imaging
time by 15 minutes

* Associates machine
with Calnet ID of
primary user



Reimaging a Workstation in the EElI Environment

: Delete machine Register Mac :
Wérckcétcjalmrt?on object from AD address if new Bocl\)/;cDqulgélng
(if present) machine
Move machine to Install custom
>et uprngg user Tag TEM building right AD applications
P contatner using TEM offers*

Number of steps it took to reimage a machine in the EEl environment = 8



3
BQI‘kGle Imaging & Operating System Deployment

UNIVERSITY OF CALIFORNIA

ﬂ;_ Microsoft Deployment Toolkit
=
A

€/ Deploy Image Version: EEI-764-1310-05

Pre-Deployment Checklist

1. Verify if you need to back up data on machine

The following criteria MUST be met for deployment to complete:

1. The computer object does not exist in Active Directory (Tip: The Serial Number for physical workstations and
MAC address for VMs will be used as the computer name)

2. The machine is on the network and is able to ping campus.berkeley.edu (Tip: You can press "F8" to launch
Command Prompt)

3. The machine has at least 2 GB RAM
Models Supported:

Dell Latitudes: 6430U, E6430, E6420, E6230, E6220, E6410
Dell Optiplex: 9020, 9010, 990, 980, 960, 790, 780, 760, 3010, 390

Hypervisors: VMware (VMware Tools included), Virtual Box (Guest Additions included), HyperV (Integrations
Pack included) and Parallels

For more information, please visit:
https://calshare.berkeley.edu/sites/eei/imaging



Workflow Automation Tools

New User Setups
Deprovisioning Users

Department On-Boarding

Access Management




New Employee Workflow Automation

Move User Query LDAP and Create Home

) : Add standard
object from N auto-fill name = security groups | Folder on
_Staging OU attributes y group NetApp CIFS
Copy log to Permission

clipboard j§ | >et Home Drive —_— Folders




2014
PostDeploy 3.0

Primary user is now set! Division OU/Tag is now set! Building Code is now set! Location is now set!
CAMPUS\ IST y Hearst Finish
. 1095 (4 digits)
wallison List of building codes
for shared computers, please use 'svc- =
sharedcompuler and for unassigned computers, Add to QA Reboot Machine
p use 'sve-ur gnedcomp’
Department OU/Tag is now set! " Self-Service Opt-Out
| Associate Mac with CalNet IST_IO v Patching Opt-Out

Completed: William Allison's computer Division: IST
Completed: William Allison's computer Department: IST_IO
Completed: Adding 1095 to UCBBuilding

Completed: Adding Hearst to UCBLocation

Thank you for completing all the steps...!

Bérkele Y‘ IMAGE Bérkele | BIGFIX Be;;képﬂ USER

desktop des top




Mame * | Type | Description

1 GaVOGKT Computer 1918 University - 3rd Floor - Julia Dysart - Optiplex 360
1A 1918-400-2 Computer Receptionist

1A111918-401-01 Computer Julia Dysart 23602R1 Opti990 October 2011
1A 1918-401-2 Computer Julia Dysart

1A 1918-401-3 Computer CIDER Shared Workstation

1 y1918-402-2 Computer

1A 1918-403-2 Computer Jennifer Hunter

1 11918-404-10 Computer

1 11918-404-12 Computer

1 11918-404-14 Computer

1 1918-404-8 Computer

1A 1918-4044-3 Computer Cindy Lambdin

1A 1918-405-2 Computer Sheri Lippman

1A 1918-406-2 Computer Wayne Enanoria

11918-406-3 Computer
1 1918-407-2 Computer Tomas Aragon

Before PostDeploy



Name Type Description

1A 1FPEGZ1 Computer ald, OptiPlex3020, pvt-dunlevy-da, EEI-764-1402-01

1hI3%9FZQ1 Computer angelryono, OptiPlex990, pvt-dunlevy-da, EEI-764-1404-06

1A 6K aqmm1 Computer backstrom, OptiPlex 980, pvt-dunlevy-da, EEI-764-1406-01

1A 1FKBGZ1 Computer ccary, OptiPlex9020, pvt-dunlevy-da, EEI-764-1402-01

1A 9K aDHK1 Computer ccowden, OptiPlex9010, pyt-dunlevy-da, EEI-764-1404-06

(A FLHFPML Computer diannecho, OptiPlex 980, pvt-dunlevy-da, EEI-764-1406-01
1AI38BBZO1 Computer elevine, OptiPlex 990, pvt-dunlevy-da, EEI-764-1405-04

1A 1 FMEGZ1 Computer gingkn, OptiPlex3020, pvt-dunlevy-da, EEI-764-1402-01

1A H4DPDY 1 Computer halperin, OptiPlex9010, pvt-dunlevy-da, EEI-764-1404-06

1A FCRGZL Computer kic, OptiPlex9020, pvt-dunlevy-da, EEI-764-1402-01

1A aKaCH1 Computer kobrien, OptiPlex9010, pvt-dunlevy-da, EEI-764-1404-06

GCALLO2 Computer kumi.hadler, OptiPlex3020, pvt-dunlevy-da, EEI-764-1404-02

1A C6GZ1 Computer lenfestey, OptiPlex9020, pvt-dunlevy-da, EEI-764-1402-01

1A 1FD9GZ1 Computer mhb, OptiPlex3020, pvt-dunlevy-da, EEI-764-1402-01

{IFLHCPML Computer shinde, OptiPlex 980, pvt-dunlevy-da, EEI-764-1405-04

1p9Q2qLL Computer stellakwoh, OptiPlex960, pvt-dunlevy-da, EEI-764-1404-06
{AIBY123F1 Computer svc-sharedcomputer, OptiPlex 755, pvt-dunlevy-da, EEI-764-1405-04
1A 5y0SHY L Computer svc-sharedcomputer, OptiPlex 9010, pvt-dunlevy-da, EEI-764-1405-04
IIF4TLYK] Computer svc-sharedcomputer, OptiPlex 960, pvt-charles.lam-da, EEI-764-1405-04
1A 1026621 Computer svc-sharedcomputer, OptiPlex3020, pvt-dunlevy-da, EEI-764-1402-01
A FCOGZL Computer svc-sharedcomputer, OptiPlex3020, pyt-dunlevy-da, EEI-764-1402-01
1A 5SBSF2 ] Computer svc-sharedcomputer, OptiPlex9020, pvt-dunlevy-da, EEI-764-1402-01
1A 3mMzDs Computer svc-sharedcomputer, OptiPlex390, pvt-dunlevy-da, EEI-764-1402-01
1A gk yavR1 Computer svc-sharedcomputer, OptiPlex990, pvt-dunlevy-da, EEI-764-1404-06
1A 3xb8zq1 Computer tmachida, OptiPlex390, pvt-charles.lam-da, EEI-764-1404-02

1A 1FDRGZL Computer ucbcheong01, OptiPlex3020, pvt-dunlevy-da, EEI-764-1402-01

After PostDeploy



Self Service IT
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Time to Manually Complete Tasks

Baseline task Time to Complete Manually

Coordination in Building 15 minutes

Coordination Outside of Building 30 minutes

Install Photoshop 30 minutes
Install Microsoft or Visio 15 minutes
Configure RDP 15 minutes
Configure Printers 5-15 minutes
Berkeley Desktop Image and Hardware 1 hours

Berkeley Desktop Image Other Hardware 2-3 hours
Other Image Other Hardware At least 4-5 hours



2014 - Self-Service for Windows

b 1BM Endpoint Manager Support Center !E] m
File Edit Help

Offers IProgress | Your Power Footprint I

Search: | I Show Hidden Offers Hide | Accept
Title I Category -
<EEI>: Skype 6.16.0.105 VOIP/IM Client
<EEI>: Cyberduck 4.5 SFTP/File Transfer
<EEI>: EMET - Enhanced Mitigation Experience Toolkit - v5.0 Install Security Tools
<EEI>: HyperSnap 7.29.02 Screen Capture Software
<EEI>: Add CalTime RemoteApp Shortcut RemoteApp Shortcuts
<EEI>: Add BAIRS RemoteApp Shortcut RemoteApp Shortcuts
>: Microsoft Project Professional 2013 Microsoft Office
<EEI>: Microsoft Outlook 2010 Microsoft Office —
<EEI>: Apple iTunes 11.3 Media Players
<EEI>: Java 7 Update 65 Desktop Software
<EEI >: Host Explorer 14 Desktop Software
<EEI>: Apple Quicktime 7.7.5 Desktop Software
<EEI>: 7-Zip 9.22 Compression/Archiving To ¥,
< I LI_I
-~
<EEI>: Microsoft Project Professional 2013 —
Microsoft Office
Description

Microsoft Project, a part of the Office family, is a project management software program designed to assist in
developing plans, assigning resources to tasks, tracking progress, managing budgets, and analyzing workloads.

Microsoft Project Official Site (Extemnal Link on Microsoft Web Site) v




<EEI>: Remote Desktop Activation Endpoint Configuration

o Tl

<EEI>: Remote Desktop Activation
Endpoint Configuration

Description

If you would like to configure your machine for RDP access, please accept this offer. It will enable Remote Desktop
to your machine from off-campus via the Campus VPN. The login you are currently using to accept this offer are the
credentials that you will need to use to log in remotely.

® Click here to accept this offer

One small step for an end-user...



Add currently logged Capture user name,
in user to RD Users acceptance, email in
Group registry

Modify Power
Settings to "Always
Onll

...giant leap for IT.

Enable RD Access
with NLA

Open host
firewall:3389 to
Campus Subnets +
VPN

/
A </
$

& a big win for CSS, Depts and campus. (Time for self service? 1 min, no ticket.)



Firefox

Java7

Microsoft Visio2013

7Zip

Microsoft Project 2013
Hypersnap

HostExplorer

Skype

Apple ITunes

Microsoft Outlook 2010
Notepad++

Apple Quicktime

BoxSync

Adobe CS6 Photoshop
Adobe CS6 lllustrator
Adobe CS6 InDesign
Druva

Adobe CS6 Dreamweaver
Cyberduck

Adobe CS6 Premiere
Adobe CC2014 Photoshop
Adobe LiveCycleDesigner
Adobe CC2014 lllustrator
Adobe CC2014 InDesign
Adobe CC2014 Lightroom
Adobe CC2014 Premiere
Adobe CC2014 Dreamweaver

200

400

600

800

1000

1200

1400

1600

1800




Device Types

Desktop 7959
Laptop 2737
Server 170
Virtual 385

OS Types

Mac 1246
Windows 6333



Numbers of Berkeley Desktops

Type of Berkeley Desktop

All 4794
Berkeley Windows Desktops 4323
Berkeley Mac Desktops 470

Berkeley Windows 7 Desktops 4234
Berkeley Windows 8 Desktops 89
Berkeley Mac 10.9 Desktops 430



Historical Growth of Devices

Period of Time

Last 24 Hours 69
Last 1 Week 244
Last 2 Weeks 363
Last 1 Month 723
Last 2 Months 1656
Last 3 Months 3223
Last 6 Months 4511
Last 1 Year 7525

Since TEM Went Into Production 10854



8006

Self-Service for OS X

Self Service

|

(Q

QHEEER

Adobe Audition CC
2014

[ iNsTALL i ]

Adobe Flash CC 2014

INSTALL

Adobe Photoshop CC
2014

[ iNsTALL i ]

Adobe SpeedGrade
CC 2014

[ INSTALL i ]

Box Sync Client
4.0.5078

[ INSTALL i ]

Druva inSync Client

Java SE 7u65

Adobe Bridge CC
[ INSTALL i ]

Adobe InDesign CC
2014

CEITD

Adobe Prelude CC
2014

CEITD

AnyConnect VPN
Client 3.1.05170

[ INSTALL i ]

CyberDuck 4.5
[ INSTALL i ]

Firefox 31.0
[ INsTALL i ]

LastPass Universal
Browser Extension
3.1.2

CEITD

Adobe Dreamweaver
CC 2014

[ iNsTALL i ]

Adobe Media Encoder
CC 2014

[ insTALL i

Adobe Premiere CC
2014

[ iNsTALL i ]

Apple Software
Updates

[ upaTe i }

Dropbox Client 2.10.2
[ INSTALL i ]

Google Drive Client
115

ReadyTalk Quick
Launcher 6.1

INSTALL i

Uninstall




Coming soon---

Endpoint Engineering and Infrastructure

BGI‘k@le Printer Self-Service

Q Printer name or lccaticn I J UC Berkeley us 2195 Hearst 2nd Floor

4 3 UC Berkeley Campus
4 (02195 Hearst
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2nd Floor |
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Self Service Printer Installs




Inventory

Warranty Status Breakdown

Apple Warranty

EEl: Dell Warranty St... Cou...  Perce...
Bl Active 2465 52.8%
B Expired 1598 34.2%
I Future 533 11.4%
Other 76 1.6%

EEl: Apple Warranty ... = Cou...  Perce...
B AppleCare Repair Agreement 414 55.9%
B out Of Coverage 303 40.9%
Il Other 23 3.1%




More Technical Components

Monitoring: Zabbix

Splunk: log correlation

Powershell, Sapien Powershell studio: Post Deploy
Github: source control

Vagrant: managing VMs and testing

Docker: coming, not in prod yet

Jenkins Cl: automatically build test VMs

Ha-proxy: load balancing where needed

donethis.com



Bomgar

. . . o
Berkeley | Endpoint Engineering & Infrastructure

Remote Desktop Support Portal

Representatives

Session Key

Y submit

“

Issue Submission

‘

Yourlissue (- Please choose an issue - %

Your Name [ ]

Company Name [ ]

Describe Your Issue

Managed by Endpoint Engineering and Infrastructure - IST

Powered By

B OM GA R Secure Remote Support for the Help Desk.



Active User

Directory § s Storage
Management Management

o Windows Server 2012 R2

o PowerShell Remoting Endpoint

o Elevated RunAs SysAdmin
Credentials

¢ Log transactions

HTTPS Bastion Host

. ]

w AN packaged Exe (PowerShell)
run with Tier 3 privileges

Tier 3 Support



The Berkeley Desktop Ecosystem

ANTI-VIRUS &
ANTI-MALWARE
SOFTWARE \
CENTRAL
\

UPDATES &
PATCHING
/ INVENTORY

SELF-SERVICE

INSTALLATION

USER ENVIRONMENT
MANAGEMENT

BACKUP / SOFTWARE SERVICES REMOTE SUPPORT
/ \ INFRASTRUCTURE
PRECONFIGURED
POWER
OPERATING SYSTEMS o FOVER

\ HARDWARE
g
1 |
L ]|
MAC

JACS UCB/UCSF

WINDOWS STANDARDS PROGRAM




IEYOUASK'ME QUESTIONS

Email to: wallison@berkeley.edu



